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White House Briefing on May 10

1. “The FBI identified the ransomware as the DarkSide
variant, which they’ve been investigating since October of
last year. It’s a ransomware as a service variant, where
criminal affiliates conduct attacks and then share the
proceeds with the ransomware developers.”

2. “In tackling ransomware, we’re working to disrupt
ransomware infrastructure. The FBI recently worked with
international partners to disrupt two particular strains of
ransomware: the Emotet and NetWalker strains.”

3. “Indeed, to combat the exploitation of virtual currencies
that are often used for payment in ransomware, the U.S.
Treasury has also been leading international efforts,
including driving development and adoption of virtual
assets standards under the Financial Action Task Force.”
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> ANIKIFEIFEREER R T, RPEERSRFOGET AN\—FERGDETHT . ELGWEESELZ I EHEKR

I raised once again our very serious concerns about growing cyber-threats to American companies and American citizens. I indicated that it has to stop.
The United States government does not engage in cyber economic espionage for commercial gain. And today, I can announce that our two countries
have reached a common understanding on the way forward. We’ve agreed that neither the U.S. or the Chinese government will conduct or knowingly
support cyber-enabled theft of intellectual property. including trade secrets or other confidential business information for commercial advantage. In
addition, we’ll work together, and with other nations, to promote international rules of the road for appropriate conduct in cyberspace.
SKPREFERBEEETCHNHAEICHL THAN—REZTHRENEIZRE.

So this is progress. But I have to insist that our work is not yet done. I believe we can expand our cooperation in this area, even as the United States
will continue to use all of the tools at our disposal to protect American companies, citizens and interests.

SHWANRTEFLLZITNL, RKELE-EREFA-OIZHoPHFEREMYEITSH. ERE,

(H{EE : White House Press Release, September 25, 2015)

> BERRMHAN\ILRITH T DI E 0 ETRER )

China and the United States are two major cyber countries and we should
strengthen dialogue and cooperation. Confrontation and friction are not
made by choice for both sides. During my visit, competent authorities of
both countries have reached important consensus on joint fight against
cyber-crimes. Both sides agree to step up crime cases, investigation
assistance and information-sharing. And both government will not be
engaged in or knowingly support online theft of intellectual properties.
And we will explore the formulation of appropriate state, behavior and
norms of the cyberspace. And we will establish a high-level joint
dialogue mechanism on the fight against cyber-crimes and related issues,
and to establish hotline links.

(K4 E2 : White House Press Release, September 25, 2015)
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Hi B8 : Claire Wardle, and Hossein Derakhshan, ”Information Disorder: Toward an interdisciplinary framework for research and policymaking”, Council of Europe, September 27, 2017. &Y4ERL
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FEFBRAY YA 7 \—[/51# (ACD : Active Cyber Defense)

> ACDDEE
[(MEEDIARR)RIZFIEREIE ., RoDITEA~DHNIEZ A S & | (CrowdStrike)
[HIZBRICRLTES DR YNT—0%&#IE T 5 TIEE MEBDEARZR LY,
WEBEEDUVATLEENMELIZYT S EEXBRIELI=x KD ZE1(Glosson, 2015)

s POT4T T4z AR(AD) ETFITATHA/N\—T 4T X (ACD)
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